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Privacy Policy 

1. Introduction 

At Serenity Corporate Wellness (Pty) Ltd ("Serenity", "we", "our", or "us"), we take your privacy and 

the protection of your personal information seriously. We are committed to handling personal and 

health-related information responsibly, ethically, and in full compliance with the Protection of 

Personal Information Act (POPIA) in South Africa and, where applicable, the Health Insurance 

Portability and Accountability Act (HIPAA) in the United States. 

This Privacy Policy explains how we collect, use, disclose, and protect your personal and special 

personal information in line with these laws and best global practices. 

 

2. Scope 

This Privacy Policy applies to: 

• Individuals receiving support through our Employee Assistance Program (EAP) 

• Employees of our corporate clients 

• Visitors to our website and digital platforms 

• Users of our mobile platforms, call centre services, and counselling sessions 

• Partners, vendors, service providers, and affiliates 

 

3. Legal and Regulatory Framework 

3.1 POPIA Compliance 

We comply with the Protection of Personal Information Act (POPIA), which governs how we collect, 

process, store, and share personal information in South Africa. We apply POPIA principles of: 

• Lawfulness, fairness, and transparency 

• Purpose limitation 

• Data minimisation 

• Accuracy 

• Storage limitation 

• Integrity and confidentiality 
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3.2 HIPAA Compliance 

Where applicable, especially when working with international clients or U.S.-based individuals, 

Serenity complies with the Health Insurance Portability and Accountability Act (HIPAA). We treat all 

health information as Protected Health Information (PHI) and adhere to HIPAA’s: 

• Privacy Rule 

• Security Rule 

• Breach Notification Rule 

We apply the highest level of protection to clinical, therapeutic, and health-related data, whether 

handled digitally or in-person. 

 

4. What Information We Collect 

We may collect and process the following types of data: 

4.1 Personal Information 

• Full name 

• Identification number or passport number 

• Employment details (company, title, department) 

• Contact information (email, phone, address) 

• Record of communications with Serenity 

4.2 Special and Health Information 

• Medical and psychological history 

• Session notes, referrals, and therapeutic assessments 

• Information about health and wellness goals or challenges 

• Family or relationship information (where relevant to the case) 

4.3 Digital and Technical Information 

• IP address and device details 

• Usage analytics from digital platforms 

• Cookies and browser preferences (if applicable) 
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5. How We Collect Information 

We collect information through: 

• Intake forms, risk assessments, and clinical documentation 

• Telephone calls and email correspondence 

• Counselling and coaching sessions (telephonic, online, or face-to-face) 

• Employer referrals (with appropriate consent) 

• Website, mobile platforms, and surveys 

 

6. Purposes of Processing 

We process your personal information for the following purposes: 

• To provide psychological counselling, trauma debriefing, coaching, and wellness services 

• To assess and manage risk in workplace or community trauma situations 

• To contact and follow up with you regarding your care or intervention 

• To generate anonymised reports for organisational trends and impact evaluation 

• To meet regulatory and ethical record-keeping requirements 

• To improve service delivery and technological solutions 

We do not use personal data for direct marketing or share it with third parties for commercial 

purposes. 

 

7. Legal Grounds for Processing 

We process personal data only when legally permitted, including: 

• With your informed and written consent 

• When it is necessary to deliver a contractual service 

• To comply with legal or regulatory obligations 

• When protecting your vital interests (e.g., in emergencies) 

• For our legitimate interest (only when this does not override your rights) 

Where special personal information is collected (such as health information), we obtain explicit 

consent or process it in line with therapeutic obligations under POPIA, HIPAA, and ethical guidelines. 
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8. Disclosure of Personal Information 

Your personal information may be shared with: 

• Our qualified and contracted mental health professionals (on a need-to-know basis) 

• Third-party service providers (e.g., secure data storage or IT platforms) under strict 

confidentiality agreements 

• Your employer, only in anonymised or aggregated form 

• Regulatory authorities where disclosure is required by law 

We do not disclose individual-level clinical information to employers without your explicit, written 

consent, unless required to prevent harm or comply with the law. 

 

9. Cross-Border Transfers 

Where your data is transferred outside South Africa (e.g., for cloud hosting or international 

affiliates), we ensure that: 

• The country offers adequate data protection as per POPIA or GDPR 

• Appropriate data sharing agreements and safeguards are in place 

• Your information remains protected and confidential 

 

10. Data Security Measures 

We implement robust physical, technical, and administrative safeguards including: 

• Encrypted storage and secure servers 

• Firewalls, access controls, and password policies 

• Secure communication protocols (e.g., SSL for websites and platforms) 

• Confidentiality clauses for staff, counsellors, and partners 

• Regular data protection audits and risk assessments 

 

11. Data Retention 

We retain personal and health information: 

• For as long as necessary to provide services and comply with legal or ethical standards 

• Clinical records are typically retained for 7 years after service termination, in line with HPCSA 

and professional guidelines 

• After expiry, records are safely destroyed or permanently anonymised 
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12. Your Rights Under POPIA and HIPAA 

You have the right to: 

• Request access to your personal information 

• Correct or update your data 

• Object to processing under certain conditions 

• Withdraw your consent at any time 

• Request data deletion (where legally permissible) 

• Lodge a complaint with the Information Regulator or relevant authority 

For U.S.-based clients covered by HIPAA, you may also request: 

• A copy of your PHI 

• An accounting of disclosures 

• Confidential communications and restrictions 

 

13. Cookies and Digital Tracking 

Our website and online platforms may use cookies or similar technologies to: 

• Understand site usage patterns 

• Improve navigation and content 

• Enhance service delivery 

You can disable cookies via your browser settings without impacting your access to our services. 

 

14. Children and Vulnerable Individuals 

We take extra care when working with minors or vulnerable individuals. Where services are 

provided to persons under 18: 

• We require parental or guardian consent 

• All information is handled in strict confidentiality and in the child’s best interest 

 

15. Changes to This Policy 

We may update this Privacy Policy from time to time. When changes are significant, we will notify 

you via our website or direct communication. 
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16. Contact Us 

If you have questions or wish to exercise your privacy rights, please contact: 

 

Serenity Corporate Wellness (Pty) Ltd 

Information Officer - Zandile Nxumalo  

Email: zandile@serenity4wellness.co.za 

Phone: 011 367 0644 

 

Or contact the Information Regulator (South Africa): 

complaints.IR@justice.gov.za | 010 023 5200 

www.justice.gov.za/inforeg/ 
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